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News recently broke that a top-secret document, obtained by the former 
National Security Agency contractor Edward Snowden, showed that the 
Australian government monitored communications between the government of 
Indonesia and its U.S. lawyers. In the wake of the story, some U.S. law firms 
issued strong statements indicating their defenses against such monitoring are 
strong and that they will continue to do everything they can to protect the 
confidentiality of communications with clients. 
 
However, as Corporate America has already learned, there is only so much they 
can do. With government monitoring and other breaches inevitable, U.S. law 
firms should focus their collective attention on the fact that it is in their 
interests and their clients' interests for the U.S. government to develop better 
safeguards to protect the confidentiality of government-intercepted attorney-
client communication. 
 
The new reality is that law firms are generally not in a position to 
comprehensively protect the confidentiality of their communications with 
clients. As one Washington lawyer told NLJ affiliate Am Law Daily, "Every 
domestic industry trade lawyer in Washington has had their systems hacked by 
the government of China." Also speaking to the Am Law Daily, Washington 
attorney Bart Fisher, who represents the government of Sudan, was more 
blunt: "In this day and age, it would be idiotic not to assume conversations 
aren't being listened to by the government." 
 
It is also important to note that the story about the law firm, which appeared 
in The New York Times on Feb. 15, was not about U.S. government espionage. 
As Benjamin Wittes, a senior fellow at the Brookings Institution, and Jane 
Chong, an editor of the Yale Law Review, wrote on the Lawfare blog, "the 
Times story does not involve NSA spying. It doesn't involve any remotely-
plausible suggestion of illegality. It doesn't involve any targeting of Americans. 
And it doesn't involve any targeting of lawyers either." Instead, "a foreign 
intelligence service was conducting surveillance against another foreign 
government, which was in communication with a U.S. law firm." 
 
IMPORTANT QUESTIONS PERSIST 
 
The Times story does, however, spark two important questions that are critical 
for U.S. law firm leaders to consider. First, when U.S. allies monitor privileged 
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and confidential communication between U.S. law firms and their clients, and 
the U.S. government becomes aware of the monitoring, should the U.S. 
government do more to safeguard the information? And, second, are there 
adequate legal safeguards to protect the confidentiality of communications 
between U.S. law firms and their clients in civil matters in instances when 
those communications are intercepted by the U.S. government? 
 
Unfortunately, the answer to the first question is "yes," and the answer to the 
second question is "no." As Wittes and Chong note on Lawfare, while the U.S. 
government has relatively strong safeguards to protect attorney-client-
privileged communications intercepted by the NSA in the context of criminal 
matters, protections are weaker in the context of civil matters. 
 
Furthermore, even though the United States has great influence over many of 
its allies, it is unclear what safeguards the U.S. government uses to protect 
attorney-client-privileged information intercepted by our allies. Does the U.S. 
government hold its allies to the same standards to which it holds itself when 
the NSA comes across attorney-client-privileged information? 
 
To date, the U.S. government has been mum on that question. George 
Washington University Law School professor Orin Kerr wrote on The Volokh 
Conspiracy blog that although the Australian government sought guidance 
about how to handle potentially privileged communication between the U.S. 
firm and its client, "We don't know what advice the NSA General Counsel's 
Office gave. And we don't know if the useful intelligence that the Australians 
provided had anything at all to do with the law firm." 
If the NSA asks our allies to apply specific safeguards, the NSA should say so 
and explain what they are. But, as Wittes and Chong point out, "Public 
relations really isn't NSA's thing." Separate from public relations, the U.S. 
government should balance national security interests against the interest of 
protecting attorney-client-privileged information, a pillar of our system of 
justice.  
 
The U.S. government should redouble its effort to take a hard line whenever 
possible, including with our allies, to protect attorney-client-privileged 
communication that comes to light in intelligence-gathering activities, 
including in the context of civil matters. 
 
Such protection is important because, as law firms globalize, the matters they 
work on, and their attorney-client communications about them, increasingly 
become of interest to foreign governments. However, for all law firms, 
maintaining confidentiality is critical to being able to provide candid and 
effective counsel. When attorney-client confidentiality is not protected, it calls 
in to question how effectively law firms can counsel their clients, particularly 
on matters of interest to foreign governments. 
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A strong rule of law is essential in maintaining the integrity of the U.S. judicial 
system and, ultimately, the stability of the U.S. economy. It is also in the best 
interests of U.S. law firms to have a strong rule of law both at home and 
abroad. It would be a grave mistake for the U.S. government — in the name of 
intelligence gathering or for any other reason — to make any unforced errors 
that would undermine the strong rule of law that the U.S. historically has 
enjoyed and which has been central to our financial and moral leadership in 
the world. 
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